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UNITED STATES DISTRICT COURT .
NORTHERN DISTRICT OF CALIFORNIA N e
SAN FRANCISCO DIVISION TRLY

UNITED STATES OF AMERICA, : , "
w0 13 0448
Plaintiff, : : -

\2 : COMPLAINT FOR CIVIL PENALTIES,
: PERMANENT INJUNCTION, AND
OTHER RELIEF
PATH, INC.,

Defendant.

Plaintiff, the United States of America, acting upon notification and authorization to the
Attorney General by the Federal Trade Commission (“FTC” or “Commission”), for its
Complaint alleges:

1. Plaintiff brings this action under Sections 5(a)(1), S(m)(1)(A), 13(b), and 16(a) of
the Federal Trade Commission Act (“FTC Act”), 15 U.S.C. §§ 45(a)(1), 45(m)(1)(A), 53(b), and
56(a) and Sections 1303(c) and 1306(d) of the Children’s Online Privacy Protection Act of 1998
(“COPPA”), 15 U.S.C. §§ 6501-6506, 6502(c) and 6505(d) to obtain monetary civil penalties, a

Complaint for Civil Penalties, Permanent Injunction, and Other Relief Page 1 of 12




e - R R - RV T " VO N

[= - R Y - S D ™ T R e SN o I - - B N = Y I - v S

permanent injunction, and other equitable relief for Defendant’s violations of Section 5 of the

FTC Act and the Commission’s Children’s Online Privacy Protection Rule (“Rule” or “COPPA
Rule™), 16 C.F.R. Part 312.
JURISDICTION AND VENUE

2. This Court has subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331, 1337(a),
1345, and 1355, and under 15 U.S.C. §§ 45(m)(1)(A), 53(b), 56(a), and 57b.

3. Venue is proper in the Northern District of California under 15 U.S.C. § 53(b)
and 28 U.S.C. §§ 1391(b)-(c) and 1395(a).

INTRADISTRICT ASSIGNMENT

4. Defendant Path, Inc. has its priméry place of business in the county of San

Francisco.
SECTION FIVE OF THE FTC ACT
5. Section 5(a) of the FTC Act, 15 U.S.C. § 45(a) prohibits unfair and deceptive acts

or practices in or affecting commerce.,
THE CHILDREN’S ONLINE PRIVACY PROTECTION ACT RULE

6. Congress enacted COPPA in 1998 to protect the safety and privacy of children
online by prohibiting the unauthorized or unnece’ssary collection of children’s personal
information online by operators of Internet websites or online sérvices. COPPA directed the
Commission to promulgate a rule implementing COPPA. The Commission promulgated the
Children’s Online‘ Privacy Protection Rule, 16 C.F.R. Part 312, on November 3, 1999, under
Section 1303(b) of COPPA, 15 U.S.C. § 6502(b), and Section 553 of the Administrative
Procedure Act, S U.S.C. § 553. The Rule went into effect on April 21, 2000.

DEFENDANT
7. Defendant Path, Inc. (“Path”), is a Delaware corporation.with its principal place

of business located at 301 Howard Street, Suite 2200, San Francisco, California 94105, and
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transacts or has transacted business in the Northern District of California. Path develops,
markets, distributes, or sells software applications for mobile devices to consumers throughout
the U.S. and provides online services to users of its applications. From at least 2010, Defendant
has operated a social networking online service that is accessible worldwide on the Internet
through a website and mobile applications for Apple Inc.’s iOS operating system and, since
2011, Google Inc.’s Android operating system.

COMMERCE

8. At all times material to this Complaint, Defendant has maintained a substantial
course of trade in or affecting commerce, as “commerce” is defined in Section 4 of the FTC Act,
15 U.S.C. § 44.

DEFENDANT’S PRACTICES REGARDING CONTACT INFORMATION

9. Since November 14, 2010, Defendant has provided its social networking serVice
to consumers online through a mobile application (“Path App”) developed for iOS. On
November 29, 2011, Defendant released version 2.0 of the Path App for iOS.

10.  Defendant describes its social networking service as “the smart journal that helps
you share life with the ones you love,” and allows users to keep a journal about “moments” in
the user’s life and to share that journal with a network of up to 150 persons. Through the Path
App, the user can upload, store and share photos, written “thoughts,” the user’s location, and the
names of songs to which the user is listening. On the “About” page of its website, Defendant
describes its “Values” and espouses that “Path should be private by default. Forever. You
should always be in control of your information and experience.”

11.  Atall times relevant to this Complaint, when a user registers for Defendant’s
social networking service, the user must provide an email address, a first name, and a last name.
The user’s email address serves as his or her login identity. At registration, the user is also

invited to provide gender, phone number, and date of birth. The Path App for iOS has been
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downloaded and installed over 2.5 million times.

12.  Inversion 2.0 of the Path App for iOS, Defendant added a new “Add Friends”
feature that displayed a user interface providing three options: “Find friends from your contacts;”
“Find friends from Facebook;” and “Invite friends to join Path by email or SMS.” Exhibit A
(“Add Friends” User Interface). The new feature allowed the user to search for friends to add to
the user’s network.

13.  Inversion 2.0 of the Path App for iOS, regardless of whether the user elected to
“Add Friends,” Defendant automatically collected personal information from users’ mobile
device contacts (also known as the user’s “address book™) and stored the personal infermation,‘
on Defendant’s servers. For each contact in the user’s mobile device address book, Defendant
automatically collected and stored the following personal information, if available: first name;
last name; address; phone numbers;’ email addresses; Facebook username; Twitter username; and
date of birth.

14, The automatic collection and storage of personal information from the user’s
mobile device contacts occurred the first time the user launched version 2.0 of the Path App and,
if the user signed out of the service, each time the user signed in again. This practice continued
until February 8, 2012.

15.  Contrary to the representation made by the Path App’s user interface described in
Paragraph 12, Defendant automatically collected and stored personal information from the user’s
mobile device contacts even if the user had never selected the “Find friends from your contacts™
optioh. As a result, the user had no meaningful choice as to the collection and storage of
personal information from the user’s mobile device contacts, and the user interface options were
illusory. |

16.  From at least December 29, 2010, until May 4, 2012, Defendant disseminated or

caused to be disseminated the following statements to consumers in its Privacy Policy on its
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website, path.com, and through the Path App regarding its collection of personal information:

What is Personal Information?

“Personal information” means information that specifically identifies an individual (such as
name, address, telephone number, mobile number, or e-mail address) or information about
that individual that is directly linked to personal information. Personal information does not
include “aggregate” information, which is data we collect about the use of our site and our
services. Our privacy policy does not restrict or limit our collection and use of aggregate
information.

What Personal Information Do We Collect?

We actively collect certain information you voluntarily provide to us, such as when you
create an account and profile, send us an email or post information or other content to our
site.

We automatically collect certain information when you use our site and our services, such
as your Internet Protocol (IP) address, your operating system, the browser type, the address
of a referring site and your activity on our site. We treat this information as personal
information if we combine it with or link it to any of the identifying information mentioned
above. Otherwise, it is used in the aggregate only.

We may aiso automatically collect certain information through the use of “cookies™ or web
beacons. Exhibit B (Privacy Policy).

17.  Defendant informed users that it automatically collected only certain information

such as 1P address, operating system, browser type, address of referring site, and site activity
information. In fact, Defendant automatically collected and stored for each contact in the user’s
mobile device address book, if available: name, address, telephone number, mobile number, e-
mail address, Facebook username, Twitter username, and date of birth. Défendant failed to

provide users with any notice, as part of its Privacy Policy or otherwise, before automatically
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collecting and storing personal information from the user’s mobile device contacts.
DEFENDANT’S PRACTICES REGARDING COLLECTION OF INFORMATION
FROM CHILDREN UNDER THE AGE OF 13
18. For purposes of Paragraphs 18 through 29, and 34 through 38 herein, the terms

"o

“child,” “collects,” “collection,” “Commission,” “delete,” “disclosure,” “Internet,” “operator,”

% 48, k11

“parent,” “person,” “‘personal information,” “verifiable consent,” and “website or online service
directed to children,” are defined as those terms are defined in Section 312.2 of the COPPA
Rule, 16 C.F.R. §312.2.

19.  The Rule applies to any operator of a commercial website or online service, or
portion thereof, directed to children that collects, uses, and/or discloses personal information
from children, and to any operator of a commercial website or online service that has actual
knowledge that it collects, uses, and/or discloses personal information from children. Among
other things, the Rule requires a subject website operator to meet specific requirements prior to
collecting online, using, or disclosing personal information from children, including, but not
limited to:

a. Posting a privacy policy on its website or online service providing clear,
understandable, and complete notice of its information practices,
including what information the website operator collects from children
online, how it uses such information, its disclosure practices for such
information, and other specific disclosures set forth in the Rule;

b: Providing clear, understandable, and complete notice of its information
practices, including specific disclosures, directly to parents when required
by the Rule; and

c. Obtaining verifiable parental consent prior to collecting, using, and/or

disclosing personal information from chiidren,
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20.  In addition to its Path App for iOS, Defendant’s social networking service is also
accessible through a Path App for Google, Inc.’s Android operating system, and, until December
2011, through Defendant’s website, path.com. The Path App for iOS, the Path App for Android,
and the Defendant’s website were all intended for a general audience, but also attracted a
significant number of children.

21.  Asdiscussed in Paragraph 11, when a user registered for the Defendant’s social
networking service, whether through one of the Path Apps or through Defendant’s website, the
user was required to provide an email address, a first name, and a last name, and was invited to
provide gender, phone number, and date of birth.

22. From November 14, 2010, through May 4, 2012, Defendant accepted registrations
from users who entered a date of birth indicating that the user was under the age of 13. Asa -
result, Defendant knowingly collected email address, first ﬁame, last name, date of birth, and if
provided, gender and phone number, from approximately 3,000 children under age 13.
Dcfendant, therefore, was an “operator” as defined in the Rule.

23. From November 29, 2011, through February 8, 2012, Defendant also knowingly
collected from these children the following personal information for each contact in the child’s
mobile device address book, if available: first name, last name, address, phone numbers, email
addresses, and date of birth.

24. A child who registered through the Path App or Defendant’s website was able to '
create a journal and upload, store and share photos, written “thoughts,” the child’s precise
location, and the names of songs to which the child was listening. In fact, each time a child
uploaded a photo or posted a “thought,” the Path App would invite the child to also share his or
her location through the application’s geo-location tracking feature and the names of any friends
that were with the child when the photo was taken or the thought was posted. Likewise, if the

child decided to share his or her location through the application’s geo-location tracking feature,
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the Path App would invite the child to also share the names of friends that were with the child at
that location, and prompt the child to add a “fhought.” The child could also comment on the
posts of other users in the child’s network.

25.  Until May 4, 2012, Defendant knowingly collected children’s personal
information and enabled children to publicly disclose their personal information through the
Defendant’s social networking service.

26. Defendant’s online notice of its information practices did not clearly, completely,
or accurately disclose all of Defendant’s information collection, use, and disclosure practices for
children, as required by the Rule.

27. | Defendant did not provide parents with a direct notice of its information practices
prior to collecting, using, or disclosing children’s personal information.

28.  Defendant did not obtain verifiable consent from parents prior to collecting,
u’sing, or disclosing children’s personal information.

29.  Inapproximately 3,000 instances, Defendant knowingly collected, used, and/or
disclosed personal information from children in violation of the Children’s Online Privacy
Protection Rule.

COUNT1
DEFENDANT’S VIOLATIONS OF THE FTC ACT
IN CONNECTION WITH ITS USER INTERFACE

30.  Through the means described in Paragraph 12, Defendant represented, expressly
or by implication, that personal information from the user’s mobile device contacts would only
be collected if the user clicked on the “Add Friends™ feature and chose the “Find friends from
your contacts” option.

31.  Intruth and in fact, as set forth in Paragraphs 13-15, Defendant automatically
collected and stored personal information from the user’s mobile device contacts each time the

user launched the Path App and, if the user signed out, each time the user signed in again. This
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occurred even if the user never selected the “Find friends from your contacts” option; Therefore,
the representation set forth in Paragraph 30 was false or misleading and constituted a deceptive
act or practice in violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a).
COUNT I
DEFENDANT’S VIOLATIONS OF THE FTC ACT
IN CONNECTION WITH ITS PRIVACY POLICY

32.  Through the means described in Paragraph 16, Defendant represented, expressly
or by implication, that the only information automatically collected by Defendant was
information such as IP address, operating system, browser type, address of referring site, and site
activity information.

33, Intruth and in fact, as set forth in Paragraphs 13-15, Defendant automatically
collected, uploaded, and stored personal information from the user’s mobile device contacts.
Therefore, the representation set forth in Paragraph 32 was false or misleading and constituted a
deceptive act or practice in violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a).

' COUNT III :
DEFENDANT’S VIOLATIONS OF THE CHILDREN’S
ONLINE PRIVACY PROTECTION RULE

34.  In numerous instances, in connection with operating its Path App for iOS, its Path
App for the Android operating system, and its website, path.com, Defendant collected, used,
and/or disclosed, with actual knowledge, personal information online from children younger than
age 13. Defendant failed to: (1) provide sufficient notice on its website or online services of the
information it collects online from children, how it uses such information, and its disclosure
practices, among other required content; (2) provide direct notice to parents of the information
Defendant collects online from children, how it uses such information, and its disclosure
practices for such information, among other required content; and (3) obtain verifiable parental

consent before any collection, use, and/or disclosure of personal information from children.

35.  Defendant is an “operator” as defined by the COPPA Rule, 16 C.F.R. § 312.2.
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36.

violated:

37.

Through the means described in Paragraphs 20 through 29 above, Defendant

Section 312.4(b) of the Rule, 16 C.F.R. § 312.4(b), which requires an
operator to provide sufficient notice on its website or online services of
the information it collects online from children, how it uses such
information, and its disclosure practices for such information, among
other requifed content;

Section 312.4(c) of the Rule, 16 C.F.R. § 312.4(c), which requires an
operator to provide direct notice to parents of the information Defendant
collects online from children, how it uses such information, and its
disclosure practices for such information, among other required content;
and

Section 312.5(a)(1) of the Rule, 16 C.F.R. § 312.5(a)(1), which requires
an operator to obtain verifiable parental consent before any collection, use,

and/or disclosure of personal information from children.

Defendant’s acts or practices, as described in Paragraph 34 above, violated the

Children’s Online Privacy Protection Rule, 16 C.F.R. Part 312.

38.

Pursuant to Section 1303(c) of COPPA, 15 U.S.C. § 6502(c), and Section

18(d)(3) of the FTC Act, 15 U.S.C. §57a(d)(3), a violation of the Rule constitutes an unfair or

deceptive act or practice in or affecting commerce, in violation of Section 5(a) of the FTC Act,

15 U.S.C. § 45(a).

39.

THE COURT’S POWER TO GRANT RELIEF

Defendant violated the Rule as described above with the knowledge required by

Section 5(m)(1)(A) of the FTC Act, 15 U.S.C. § 45(m)(1)(A).

40.

Each collection, use, or disclosure of a child’s personal information in which

Defendant violated the Rule in one or more of the ways described above, constitutes a separate
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violation for which Plaintiff seeks monetary civil penalties.

41.  Section 5(m)(1)(A) of the FTC Act, 15 U.S.C. § 45(m)(1)(A), as modified by
Section 4 of the Federal Civil Penalties Inflation Adjustment Act of 1990, 28 U.S.C. § 2461, and
Section 1.98(d) of the FTC’s Rules of Practice, 16 C.F.R. § 1.98(d), authorizes this Court to
award monetary civil penalties of not more than $16,000 for each such violation of the Rule on
or after February 10, 2009,

42, | Under Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), this Court is authorized
to issue a permanent injunction against Defendant’s privacy and COPPA violations of the FTC
Act, as well as such ancillary relief as may be just and proper.

PRAYER

WHEREFORE, Plaintiff United States of America, pursuant to Sections 5(a)(1),
5(m)(1)(A), 13(b) and 16(a) of the FTC Act, 15 U.S.C. §§ 45(a)(1), 45(m)(1)(A), 53(b) and
56(a), and the Court’s own equitable powers, requests that the Court:

(1) Enter a permanent injunction to prevent future‘violations of the FTC Act wifh

respect to the privacy of consumers’ personal information;
2) Enter a permanent injunction to prevent future violations of the FTC Act and the
COPPA Rule by Defendant;

(3)  Award Plaintiff monetary civil penalties from Defendant for each violation of the
Rule alleged in this Complaint; and

4 Award such other and additional relief as the Court may determine to be just and

proper.

DATED: January 31, 2013
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EXHIBIT B



Path - Privacy Poliey

Our privacy policy explaiss how personal information is collected, used and disclosed by Path with respect 1 your acoess
and use of Path's site (located a1 waww.path.com) and Path's social nebworking services (available via Pulvs sire and Pail's
appl.

O privacy policy may be moditied from tme-ro-time. We wit} alert you that changes have been made by indicatimg on our
~privacy policy the daie it was Jast updated.

What is Personal Information?

"Personal information” means information that specificallv identifies an individual (such ax o nume. sddress, telephone
number. mobile mumber or c-mail address) or information abowt that individual that s divectly linked 1o personally
wdentifiable informarion. Personal information does oot include “auyrevate” information. whuh s data we collect aboul the
use of ogr stte and our services, Our privacy policy does not restriet or Tt our collection and use of agyregaie information,

What Personal Information Do We Collecy?

We actively colleet certain information you voluntarily provide (o us, such as when you create an account and profile, sensd
us an enwail or past infonmation or other content 10 owr site.

We automaticaliy collect cortam information when veu ose our site and oor services, such o8 vour Interner Protocel (%)
address, yvour operating systom, the browser type, the address of a referring site and vour actvity an our site. We trent this
miormaton as pessonal information i we combine it with or lisk itCw any of the identifving information mcuim::d above,

Otherwise, it 1s used in the aggregare ooy,

We may also astomatically collect cortwn information through the use of "cockios” or web beacons

How Do We Use the Personal Information We Collect?

We e personal information collected though our site snd our serviees o the purposes deseribed i owr privaey pobicy ur
elsewhere on our site. For example. we may use porsonal information we collect:

2 to provide our services or mnformation you request, and o process and complete auy lransactions:

* respond o your ematls, subinissions, questions, comments, requests, and complaints and provide customer service:

® to monitor and analyze site usage and trends, and o personalize and Improve our site and our users” expericaces on
our sie, such as providing ads. content. o featares that match their profiles or interesis, and 1 MCease ouy 8
funciionaltity and user friendiiness:

= o zend vou confimations, upéﬂtu seewrity alerts, and support and admimsirative messages and otherwise fheilitae

vour ase of, and our administration and {sp\ anon uf, o site; and
& for any other puipose tor which the infennaton was collested

What Personal Infermation Do YWe Share With Third Parties?

W will net share the personal information we cotlect from you through our she or our services with thivd parties, cxcept os
deseribedd e our privicy policy or on our sile. For example, we share personal infommation as foflows:

o with service providers who are working with us fi commection with the aperation of aur S o our SEIVIces;

¢ when you give us your consent w o so, including if we notify vou on our sie 1 Im the infwrmation you provide will
be shared in a particutar manner and vou provide such ipformation,

& when we believe in good faith thar we are tawfully authorized or required to do so or that doing so is reasonably
pcessary or appropriate o vcomply wirtlt the law or legal processes of respond to Taw ful requesis or legal suthorities
ncluding responding 1o Jaw ful subpocias. wartants or court orders:;
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Path - Privacy Policy

e o enforce or apply vur privacy policy, aur terms of use or our other policies or agreements: and

¢ iy connectinn with, or during negotiations of any merger, <ale of company assels, fingnoing or acquisdion, of in any

other situation where personal information mav be diselosed or ransterred as one of the business gssets of us

We gre niot responsible {or the actions of service providers or other turd partivs, nor are we responsible for any additional
ndormatiom vau provide directly to any thivd parties,

Your Control

Aside frant what is ser forth in our privacy ;xﬁic}g, vou control what athers see about you except if you are togeed i a photo
Say Ldie Salander. a user of our site, tags you in a piviure - “Dancing with Josh De Mott at the Rex™. The only people who
cap see the photo are the people with whom Edie has shated the photo. However, the "dancing voth” would forever be added
1o our geo-located things database which evervone can see, though not associsted with anvone. Also, the same goes for

“Rex”™ at that samg goo-location A

Links to Other Sites

Our aite iy contain links o other sites, Any personal information you provide on the linked pages is provided divectly to

that third party anid is subject to that third pariy™s privacy policy. Our privacy policy does notapply to such linked sites, und
we are not responsible for the content or privacy and security praciices and policies of these sites or any ofher sites that are
linked to from vur site

What Steps Do We Take To Protect Your Information Online?

We ke reasonable mensures o prowet your pumﬂa] informaton in an elfors w prevent oss puisuse and unavthorized
avoess, disclosure, alieranon and destruction. Phease he aware, however. that despite our efforts, no <ecurily measures are
pertect oy impeneireble and no method of data tramsmission can be puaranteed against any interception or other type of

mHsuse.
What Choiees Do You Have Regarding the Use of Your Information?
You may "opt out” of receiving marketing or promotional emails from us by following the instructions in these emails or by
cmmtling s af serviceicpath com. I you ot out, we may still send vou non- px(mmtmwl cmails, such as em i abouot your
aecounts or our ongomye business velations,

. [ ]
Questinns?

Hoyou have apy questions abiout owr srivacy policy, plemse contsct us alserviegepath.eomn.

< 2010 Pathve Home » Abow
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